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@ 1SO 27001 Consulting

ISO 27001 (formerly BS7799) provides
organisations with the assurance of
Knowing that their information is being

protected using controls commonly
used by well-managed businesses

An excellent framework for those developing or

enhancing their organisation’s security, ISO 27001
helps to identify, manage and reduce the range of
threats to which information is regularly subjected.

7Safe has a wealth of expertise in ISO 27001 and
this is backed up with its own certification to the
standard. 7Safe assists organisations with training,
compliance and implementation, having helped
clients right through ISO 27001 certification by
providing appropriate levels of consulting at each
stage as required.

7Safe also runs regular ISO 27001 training
courses which are the first of their kind to be
university-accredited to Masters-level.

#Scope

Scoping an ISO 27001 project is a fundamental
part of any certification initiative.

7Safe will help you identify the business processes
which are vital to your company, and in doing

so will create a solid foundation for building an
effective certification strategy.

# Gap Analysis

Our consultants will perform a comprehensive
assessment of your existing security processes
and how they are managed, then compare them
to those required by the ISO 27001 standard. A
detailed report will be generated identifying the
actions required to attain certification.

% Risk Assessment

7Safe will help you to evaluate the levels of
information security risk involved in your business
processes. Consequently a risk treatment plan can
be generated, detailing security control measures
to be taken in order to counter the risks identified.

Implementing improvements

7Safe will rationalise the results of the gap
analysis and the risk assessment to develop a
comprehensive Security Improvement Programme.

Our consultants will help you to implement the
required security improvements and also assist

in the creation of an explanatory security control
document known as the Statement of Applicability
(SOA). 7Safe’s extensive experience means that it
is able to provide informed and practical solutions
to issues that may arise in each area of the
Standard.

# Gaining Certification

7Safe’s consultants can guide you through the
process of gaining certification. They will assist
with final preparations to your ISMS, and also act
on your behalf when organising the audit progress.
Many clients have found our close involvement to
be extremely advantageous during this decisive
stage of the process.

# Benefits

e provision of a framework for resolving security issues

Can'bea deciding differentiator in contract tenders

Enhancement of client confidence and perception of
your organisation

Enhancement in business partners’ confidence and
perception of your organisation

Provides confidence that you have managed risk in
your own security implementation

ERRanCces security awareness within an organisation

ASSists in the development of best practice




@ Web based services provider

A company with 125 staff was asked to obtain ISO
27001 certification within twelve months, in order
to retain the multimillion pound contract they held
with a client.

The company engaged 7Safe to undertake a large
part of the work needed to set up the Information
Security Management System (ISMS).

The ISMS entailed agreeing scope, identifying
relevant assets, undertaking risk analysis and
preparing the Statement of Applicability. These
actions encouraged senior management to take
a much more active role in relation to information
security.

The company passed their ISO27001 certification
audit with zero non-conformities. The ISMS
external auditor was particularly impressed with
the electronic ISMS system that 7Safe had used
to compile and check Standard requirements
throughout the consultancy period.

During the process the company made significant
improvements in their working practices.
Information security training and awareness
presentations at induction manifested a secondary
benefit of helping to reduce the turnover of staff, as
their opinions became increasingly welcomed and
valued by the company.

# |T consulting company

This fast-growing firm decided to achieve certification
in order to boost its chances of securing a greater
number of government tenders.

A gap analysis by 7Safe revealed that the firm

was already largely compliant with 1ISO 27001.

By formalising many of the existing activities and
procedures as assisted by the 7Safe consultant, the
company produced an ISMS in a matter of weeks.

The company passed their ISO 27001 certification
audit with zero non-conformities. After achieving
certification they saw a notable increase in the
number of public sector contracts they secured.




7safe information security services

University Accredited Training

An organisation’s employees are an important part of
the information assurance equation, and many parts of
ISO 27001 refer to training and involvement of staff.

7Safe’s university-accredited Implementing ISO 27001
training course has proven to be increasingly important
to individuals working within the area of information
security management. It forms part of our extensive
Masters-level education programme.

We can tailor the course to meet the requirements of
your organisation and are experienced in running
courses on-site.
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